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l. STATEMENT

Texas A&M University — Kingsville (TAMUK) information systems must retain audit
records for sufficient period of time to provide support for after-the-fact investigations of
security incidents and to meet regulatory and organizational information retention
requirements.

APPLICABILITY

This procedure applies to all TAMUK network information resources. The intended
audience for this procedure includes all information resource owners, custodians, and
system administrators.

IMPLEMENTATION

Information systems shall ensure that logs are transmitted to a log server or there is
sufficient storage capacity on the local server or system to retain at least 90 days of logs.
Log retention is first-in first-out (FIFO).
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